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Overview

The Total Connect web site enables end users to remotely access their security system via an internet
web browser, or wireless communications devices such as; cell phones, and PDAs (that support
GSM/GPRS and SMS Text Messaging with short codes). Please check with your wireless carrier to be
certain your device supports these protocols.

As a Total Connect user, you can manage and run your security system from almost anywhere in the
world, check its status, and receive event notifications. You can also enable other people to receive
event notifications.

Depending on the specific security system tasks to be accomplished, different communication methods
are used.

End User Tasks Communication Method

Editing user profile e computer's web browser

Viewing security system status o text message via a cell phone and PDA, or an emulated keypad
using a computer's web browser or PDA

Controlling the security system o text message via a cell phone and PDA, or an emulated keypad

remotely using a computer's web browser or PDA

Configuring Email and Text e computer's web browser

message notifications

Viewing the security system e computer's web browser

event history

Receiving System Event e emalil

Notifications e text messages to a cell phone or PDA

You can also enable additional cell phones or PDAs to be notified of system events by email or text
messaging, and you can customize the names of events to be received.

Note: You will be able to access your security system via Honeywell’s Total Connect
website, once the dealer has enabled you.

This guide provides a tour of the Total Connect web site, explaining each function, then focuses on how
you can remotely control your security system using your PC, PDA, or by sending simple text message
commands from your cell phone or PDA.

Obtaining a Total Connect account

The dealer/installer will set up your account and define the events you want to be notified of. These
events match the output relay triggering events that were programmed in the control panel.

Note: The Dealer/Installer should refer to the "AlarmNet Direct User Guide" for information on
configuring the hardware and creating a Total Connect web account for you.

Once the dealer assigns you a login name and password, you will receive a “Welcome” email message
with your login name along with some helpful information. You will receive another email message with
your password. You will then be able to receive notifications, and access your system via the Total

Connect web site or using your cell phone/PDA that supports GSM/GPRS and Text Messaging (SMS).
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Setting up your PC for connecting to Total Connect

It is recommended that you add the Total Connect web site to your browser's Trusted Sites list. This is
especially important if you are also accessing Optiflex video.

1. Ensure you have Administrator privileges for the PC. From Internet Explorer navigate Tools >
Internet Options. Then select the Security tab.

2. In the upper pane, select Trusted sites. To ensure the security level for this zone has the correct
levels, click Default Level.

General  Security | Pri\racyl Content | Connections | Programs | Advanced |
Select a Web content zone to sww settings. Note' Depending on What VerSion

l,] . ° of Windows you are using screen

-

Itemet  Local intran Resticted appearance will vary, and certain
e buttons may have different labels.
Trusted sites
Thi ritaing Web sites that i For example; Windows XP will often
trul:t iooftjteocdoama;;se ynir:oifpmer‘fru &l o ?hat p e7OK do i tt thot e
data. Mo sites are in this zone. use eterm on a bution a
~ Securty [evel for this zons saves the data and closes the
Custom active window, whereas Windows

Custom settings. Vista will often use the term CLOSE
- To change the settings, click Custom Level. as an eqUiVaIent.

- To use the recommended settings, click Default Lewvel.

Refer to the applicable guide for

N your operating system.
Custom Level... Default Level | }

/,
\,

3. Click Sites.
21

‘fou can add and remove Web sites from this zone, All Web sites
in this zone will use the zane's security settings.

Add this Web site to the zone:

I https://services.alarmnet.com Add
Web sites:
Remave |
@ e server verification (https:) for all sites in this zone
oK | Cancel |

4. Inthe Add this Web site to the zone field, enter https://services.alarmnet.com, then check the
Require server verification . . . box.

5. Click Add, then click OK. Click OK again to close out the window.
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Additional Settings for use with Optiflex

Note: Total Connect Video operates with Optiflex Video Controller Hardware and
ActiveX-based "Optiflex Connect" viewing software that is currently supported by Internet
Explorer 6+ in the Windows Vista and Windows XP operating systems.

1. Log into Total Connect. (Refer to the next topic if necessary.)

2. At the left navigation bar, click Video. To connect, click the Optiflex Connect button. A
separate window opens, then depending on your browser settings you may be prompted to
"display nonsecure items?", please answer Yes to this prompt.

Note: The first time you access your video service, or any time that an update is needed you will
be prompted to install the necessary software, or update.

Next your network authorization will be checked, then if you need Java, ActiveX, or QuickTime
player installed on your system (or an update to an existing version), a prompt will appear.
Please install when prompted. For example, an ActiveX prompt is shown below.

| 1nternet Explorer - Security Warning__________ E

Do you want to install this software?

ﬁ Name: Optifiex Connect
Publisher: HONEYWELL INTERNATIONAL

r Always install software from "HONEYWELL INTERMATIONAL™
£ Never install software from "HONEYWELL INTERNATIONAL"

% Ask me every time

Fewer options Install Don't Instal

While flles from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust. Whatk the risk?

3. Follow any of the prompts to complete the installation/upgrade of any Java, Active X, or
QuickTime components.

Accessing Total Connect
To access Total Connect, visit the following link:

https://services.alarmnet.com/TotalConnect

After the page loads, create a desktop shortcut by positioning the cursor over the address icon, left click
the mouse and drag it onto the desktop.

3 User Login - Microsoft Internet Explorer

J File Edit View Favorites Tools Help

[ Qe - Q- x] &)

JAgldre g ﬁj ht@:_-"_-"sa"-.-'ices.alarmnet.com_-'TotaICO|1|1ect_-'1
N —

Honeywell

7 ! Search
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Using Total Connect

Navigate to the Total Connect home page using either the desktop shortcut (created in the last
paragraph) or by typing the address into the browser's address field. The Total Connect Login page
appears.

7 Total Connect from Honeywell - Login - Microsoft Internet Explorer =10l x|
J Ele Edit Wew Favorites Tools Help ‘ ",'

JOBackva D @ ¥h ;)Seard’\ *Faunrm&s @ [Z,_j- :\;Jﬂ ‘ﬁ

| acvess [ ] htas: jsevices,ammt. can/AphaConnect Totalcomectiogi useriogn.asaiiRetumLri="2Aphaconnectz:2iDef =] (3 6o |[unks | &1 -

“oneywell - Honeywell.com - ACS <> Security -»AlarmNet Services

Stay Connected...

...Anytime, Anywhere!

Total Connect

Communications Solutions _
N Demo =

Solutions for Every Family and Lifestyle User Name:
As technology brings the world closer tagether, the

View the Total Connect online communications solutions from Honeyv
demo and learn how you can
contral your stem

virh using any

Type your User Name and
Password.
Forgot your login?

Solutions for Every Business
In today's digital era, its vital for you to sta;
connected to your busine:

> Vi Ideal for the busy, mob
state-of-the-art Total C al s More Infermation
you in the know and arm you with the criical « Demo
information you need instantly. + Aarmiiel Servioes
* Commercial Brochure
* Total Connect Help
Terme & Conditions | Privacy Statement | Browser Requirements - Version 5.11 J
& [T T[54 ntemet 4

Enter your User Name and Password, then press Enter. The "Welcome" window appears.

“oneywe“ - Honeywell.com - ACS - Security -» AlarmNet Services
Total Connect w"‘\i
Welcome Linda Help Tuesday, September &, 2008

Get Connected!

= Introduction

My Profile W chos Honeywell's Total

ss the street or
PDAs, cell
ity system

Manage Users

Edit
Device Names

starttaking advantage
elping P

of all of the
Remote Access

Video

C actually streamlines and simplifies the ou interact with your
Configure Email home or business on a day-to-day basis.
Configure Mobile We want you to fully enjoy your e with Total Connect senvices

Event History

Logout

&rms & Conditions | Privacy Statement | Requirements - Version 6.20

Total Connect is easy to navigate. The layout consists of a navigation bar on the left, and an information
window on the right.

By clicking on a category in the Navigation bar, the associated information window is displayed. (Note
the selected category in the Navigation bar will be in RED.) From the information window you can view,
edit, add, or delete information.

The following paragraphs will explore the various Total Connect categories.



Total Connect User Guide

My Profile

This category enables you to edit your profile. You can change your password, email address, phone
number, and enter your mobile device phone numbers for use with SMS and mobile control.

Ol

Total Connect

Welcome Linda Help Friday, May 23, 2008

Required Information

Username: linda1234

(Only letters{A-Z) / numbers(0-9) allowed, both must be included, min length of &)

Password: I""""

(Cnly letters(A-Z) / numbers(0-9) allowed, both must be included, min length of &)
Repeat Password: Ioooooooo

Email Address: |Iinda@freema\|.com

Repeat Email Address: IIinda@freema\I.com

First Name: ILinda
Last Mame: ISmith

Phone Number: IE . l% - |5555

Last Modified Date: Thursday, May 22, 2008 3:14:15 PM

Ensure your mobile
device phone numbers
are entered here.

Mobile Phones for REMOTE ACCESS (At least one phone number is required to use this feature)

Fhene: lﬁ = lﬁ = IT???
Fhene: lﬁ s l@ . IBBBB

Time Preference Settings

Time Zone: [(GMT-05:00) Eastern Time (US & Canada) =] ‘ Default - ET Time Settings |
Enable DST: ¥ Enable for Daylight Saving Time

Start date/time DST: Manth: |3_ Day: IEl_ Year: W i Time: m

End date/time D5T: Month: F Day: |2_ Year: W 5= Time: m

DST Time Interval: I]. hour 'I

Update Information | Exit to Main Menu page |

Edit your profile and click Update Information, or click Exit to Main Menu page if no changes are made.

Manage Users

This category enables you to provide others access to your Total Connect account. This is very useful for
adding company or family members that require access. Note, that you can edit an existing user by
clicking their User Name and editing their profile. To add a new user, click Add New User.

Total Connect

Welcome Linda Help Thursday, August 7, 2008
Introduction Manage Users

My ol Add New User

> Manage Users

. Authority
Device Names 219/ <
ken133es w5, ken Sub User 752008 False
12:20:20 PM
Remote Access

A new user profile form appears. Enter the required information, then click Add User. Click OK to
acknowledge the confirmation message and additional fields will appear on the form.

6
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Note: In order to control the security system the user must have a system user code.

Total Connect 8

Welcome Linda Help Friday

Required Information:

Username: guntherd4
(Only letters(A-2) / numbers(0-5) allowed, both must be included, min length of 8)

(Only letters{A-Z) / numbers(0-3) allowed, both must be included, min length of 8)

Repeat Password: OIYTTITITY

Email Address: |gunth@dugma\\ com

Repeat Email Address: |gunth@dogma\\ com

First Name: W

L2ct Name: [Cabragors | Check this box to deny access
e one N T e - oo to Total Connect for this user.
Last Modified Date: Friday, May 23, 2008 6:40;

—

Disable Login:

Mobile Phones for REMOTE ACCESS (At least one phone number is required to use this feature)

Phone: 631 - ISEI - 19999
Fhone: I -
Authority Level {choose one):
& Sub User
[Features:
Features that may be assigned: Features that have been assigned:
Edit Locations Email Configure

Fx

<<

Select City and Central Station

User Defined Device Identifier

| Authorize

I~ 00 DO 2D 00 88 26 Bill's Demo Board

Update Information I Exit to Manage Users page |

If desired enter at least one phone number for remote access, then select the Authority Level and
Features.

IMPORTANT: Please understand that if a Sub User is assigned the "Manage Users"
feature, that Sub User can then assign features to other Sub Users.

Check the Authorize box to assign the security system to the sub user.

When you have completed the form, click Update Information. A confirmation message appears. Click
OK, then click Exit to Manage Users page. You can add more users in the same manner.

Deleting Users

Users can only be deleted by the dealer. When a remote service account is deleted by the dealer, that
account and all subordinate users are deleted. However, sub users may be denied remote services
access by going to Manage Users, selecting the user and checking the Disable Login box. Then click
the Update information button.
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Edit Device Names
This category enables you to edit device alias and address information in the database.

Total Connect *’”

Welcome Linda Help Thursday, August 7, 20

Get Connected!

= Introduction
My Profile
Manage Users

Edit
Device Names

incredible benefits next generation dic
enhance commur
are. You'l

simplifies the
f basis

Remote Access
tion and stay

Video

Configure Email

Configure Mobile ‘& want you to fully enjoy yo

Event History

Edit the desired information.

Total Connect

Welcome Chris Help Thursday, August 16, 2007

Update Information | Chris Test V20P x| Select an location:

Information for Device Location:
User Defined Device Identifier :
[Chris Test v20P =
Address :
IEiIeen Way

Additional Address Information (optional) :
[2221212121

City :

ISyosset

Country : State / Province :

|United States of America = | |New York - NY B
Zip / Postal Code :

{11303

Phone (include area code) :

516 - [921 - [iT

You can edit the information in this box.

lAccount and Mac of Device:

City - cstp - sup: |39 -[sa . [FEi
Macto: 00 -[D0.[20 o1 -[aa [

Update Infarmation | Exit to Main Menu page |

If you have multiple locations, use the drop-down menu then for each location edit the device information
for that site.

Click Update Information, then click OK to the first confirmation message. A device has been updated
message appears, click OK, then click Exit to Main Menu page.
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Remote Access

This category enables you to access and control your security system using an emulated keypad, or if the
security system's control panel is programmed for an AUl (Advanced User Interface) remote keypad, you
will have access to an enhanced keypad with tabs.

To access your security system, select the name of the system using the drop-down menu. Then click
Launch Keypad. (If Java needs to be installed or updated on your PC, you will be prompted to install it.
Just follow the on-screen prompts.)

Total Connect
R

Help Thursday, August 7, 2008

T e Remote Services

My Profile
Manage Users

Edit
Device Names

Choose system from the list below:
Eill's Deme Board =

> Remote Access

Video

Configure Email
Launch Keypad

Configure Mobile

Event History

If your remote access account has been configured by the dealer as a Keypad Only or Lynx Keypad, a
keypad with NO tabs will appear. With any remote keypad, functions are performed in the same manner
as on a local keypad, however you CANNOT initiate panics. (Refer to your control panel user guide for
operating the system.)

Below are examples of these keypad types:

System Status |Znne Status |I]e'vir:e Control | Event History | Users m Setup ‘
[
ARMED ***STAY* %% 4:59
Wamed | A | [ 1o [[ 2awar || 3smar | M Armad B Ready
OFF 1 2 3 |
=l Ready ‘ B ‘ | 4 MAX ‘ ‘ 5 TEST || 6 BYPASS ‘ | | ‘ g
[ awar | [ 4 | ——
Trouble | ¢ | [7nsTanT || 8 cooe |[ e crime | R T
Lo [ e ] R T
LIGHTS OFF CODE
[ax | | i [0 [[_#
STATUS MODELAY  FUNCTION
48 intemet '!‘g Internet i Close )}
Enhanced Keypad with tabs Keypad with no tabs (LYNX keypad shown)

Note: On the LYNX keypad, if a loss of AC power occurs at the security system the green Ready LED
becomes yellow, and the red Armed LED becomes pink. Additionally, the AUX button does not function.

However, if your remote access account has been configured by the dealer as a Full Control keypad, you
will access an enhanced interface with tabbed windows. When the Launch Keypad button is clicked,
first an applet window appears. Then a security screen appears, after entering your Security System
User Code, and clicking OK you will access an enhanced interface.

Note: If a "CONNECTION LOST" message appears, close the applet screen, and click Launch Keypad
again.

This screen will appear whenever you attempt to access your security system (with a Full Control
keypad type) remotely.
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Enter 4-Digit Code

|
OK | Cancel

Enter Password for Panel Access
= 2 internet

After access is granted, a tabbed screen appears allowing various categories of security system
information to be viewed or controlled. Select the tab to access the desired category.

System Status

The System Status tab displays a status summary on the top half, and the bottom half allows control of
your system partitions (if applicable).

System Status Device Control | Event History Users Keypad Setup

Power Status: (D) ACOK [ LOW BATT
Systemn Status: « Normal

Current Partition: 1. Test Zones Ready to Arm |
Mame | Status Ty
1. Test |DISARMED CHIME Ready to Arm
Arm Partition
Disarm Partition
{_aman__j (___ Disaman__)
- ‘3 Internet

10
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Zone Status

The Zone Status tab provides a view of all the zones in the system, or a selected partition. Zones can be
bypassed or made active again as desired. Additionally, you can add or edit the description of a zone.
Note that if you edit an existing zone description, that description will be the description that appears for
remote access, and will not appear on the system local keypads.

System Status LU ERSE (LN Device Control |  Event History Users Keypad Setup
Partition |1_Test 'l
Description Status

Main floor motion  (Zone 1)
Burner (Zone 95)

Basement mation  {Zone 96)
Office moation  {Zone 83)
GRAPHIC COMSOLE  (Zone 101)
GRAPHIC COMSOLE  (Zone 102)
LNGRNG RADIO  (Zone 103)
RELAY MODULE  {Zone 112)
COMNSOLE  (Zone 116)

CULULLLLL

( Bypass Zone ) ( Unbypass All )

8 e

Device Control

The Device Control tab displays the current status of all security system programmed relays, and enables
you to remotely turn them on or off. Note that for commercial panels, the Description column is populated
automatically. To control a device, choose the device and select On or Off as desired.

System Status | Zone Status QNI  Event History Users Keypad Setup
Description Status
K10 [Device 1] OFF
10 [Device 2] ON
10 [Device 3] ON
K10 [Device 4] ON

C On ) C Off ) COnQSecs)

Detected 6 of 6 Devices
L wermet
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Event History

The Event History tab enables you to view and print the event history for the system or any partition. A
drop-down "Event Types" menu enables you to filter the events to be viewed.

System Status | Zone Status | Device Control RS E 004 Users Keypad Setup

Partition [1. Test |
Event Types |O|Jen.-'CI-:|se 'l

1: Test--05/19--07:25AM--Opening- Cancel (By User)--MASTER
2: Test--04/24--05:56AM--Opening- Cancel (By User)--MASTER
3: Test--02/11--02:53AM--Opening- Cancel (By User)--MASTER
4: Test--01/15--10:53PM--Opening- Cancel (By User)--MASTER
5: Test--01/01--02:07 AM--Opening- Cancel (By User)--MASTER

5 Events retrieved
Lo e

12
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The Users tab enables you to manage security system user codes. This function is further divided into
Manage User Names and Manage User Codes tabs. By selecting the Manage User Names tab, you can

view the users, and assign a personal name to each user.

For residential panels, the screen below appears with all the fields as shown. For commercial panels, the
Get Panel's User Assignments button does not appear.

Notice under "User Names", there are three columns; Num, Panel, and Personal. The Num column
shows the user slots in the control panel. The Panel column shows the names saved in the control panel
that are associated with the users (if names were entered for graphic AUl keypad use). The Personal
column is available only for remote services, and enables you to assign a personal name or other identi-
fying information to a user.

System Status | Zone Status | Device Control | Event History Users Keypad Setup

f Manage User Names | Manage User Codes | This does not appear

for commercial control
panels.

User Names LLTLTE T TP T L LIV I EPEPEPEPEPTLRL T
Mum|  Panel Fersonal . .

*3 [Userdl  1ann Get Panel's User Assignments | :

*4 |Userdd  |Bob H. = LA

*5 |User05  |Bob R. — :
*G Userdf Linda S sssssEssEEssEEEEEEEEEEEEEEEEEEEE T
*7 [Userd2  |Frank

*10 |Userl0 |Guest
*11 |[Usert1  |Maintenance Crew

12 —

in
'! ‘_3 Internet

Residential Panels - Viewing and Assigning Personal Names:

1.

Click Get Panel's User Assignments. Users that have names saved in the control panel's AUI
descriptor fields will appear (except for the Master User, user #2) and populate the "Panel"
column only.

This also checks each user slot in the panel (up to the first 40) to determine if that slot is
assigned. If the user slot is assigned, it puts an asterisk in the Num column. In the above
screen, notice that slots 8, 9, and 12 are not assigned, so no asterisk appears next to the
number.

In the Panel column, if there is no user name associated with a user, but the user number has an
asterisk, you may enter a name for that user here. If you want to add a NEW user, choose a
Panel column slot that is not being used (no asterisk) and enter the NEW user.

In the Personal column, you can assign a Personal name, or edit an existing Personal name for a
user. Just enter the desired Personal name in the field, and click the Save Users button. Note
that this only saves the information to the remote services database. It DOES NOT overwrite the
information in the control panel.

4. You can now click the Manage User Codes tab to edit new and existing user profiles.

13
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Commercial Panels - Assigning Personal Names:

WARNING: If there are user codes in the control panel, make sure you enter the same codes in the
database. If you enter users in slots where users already exist in the control panel, those users will be
overwritten. Adding new users depends on your knowledge of which control panel user slots are not
being used. It is preferable to add a new user locally at the control panel.

In commercial panels, the fields can only be populated manually. In the "Panel" column you should enter
the AUI descriptors that are programmed in the control panel. For convenience, you can also assign a
Personal name, or edit an existing Personal name for a user. Just enter the desired Personal name in
the field, and click the Save Users button. Note that information entered into the Personal column is only
saved to the remote services database. It DOES NOT overwrite the information in the control panel. You
can now click the Manage User Codes tab to edit new and existing user profiles.

Managing User Codes:

To manage user codes, click the Manage User Codes tab. From this window, you can modify the
permissions of an existing user or setup permissions for a new user. This is where you can view and edit
permissions for each user.

Manage User Names | Manage User Codes |
- Master — can Arm, Disarm,
User Code |3333 Panel (Personal) Names |3. User(2 (Linda ) j Bypass zones, and add Users.
User Humber |003 Name |Jser02 ) Code ® Name Normal — can Arm, Disarm,
and Bypass zones.
¥ Partition 1 [V Global Arm Ir‘.’laster 7 — 1
I Partition 2 [¥ Global A m\ Guest — can Arm, can Disarm
¥ Partition 2 Global Arm \ < .
aruton - _ only if the guest code was
¥ Partition 3 ¥ Global Arm I“"aSIElr 'l \\\\used to arm.
[T Partition 4 [ Global Arm |rlcne 'l
[ Partition 5 [ Global Arm |tone =l Save User
Partition 6 [T Global Arm |r1 'l
[T Partition 6 G one m—
[T Partition 7 [T Global Arm |rlcne =l
[T Partition 8 [T Global Arm Irlcne 'l

IE Q Internet

You can retrieve the desired user by selecting the Code or Name search method. Choose the search
method by clicking the Code or Name search choices.

If you chose to search by "Code", enter the user's code in the User Code field and click Get Info by.

If you chose to search by "Name", select the name using the Panel (Personal) Names drop-down field,
then click Get Info by.

The permissions for this user are retrieved. You can now assign or change permissions and user code
for that person. After making changes, click Save User. You can also delete users by clicking Delete
User.

Note: For Commercial control panels, if you want User #2 to be able to manage user codes, you must
first enable User #2 for global access to all partitions on that control panel.

14
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Keypad

The Keypad tab enables you to control the security system using an emulated keypad. Functions are
performed in the same manner as on a local keypad, however you CANNOT initiate panics. (Refer to
your control panel user guide for instructions on operating the system.) Note that you can also use the
number keys on your PC's keyboard (ensure the "Caps Lock" key is off) to perform most actions.

Setup

System Status |Zone Status |Device Control | Event History | Users m Setup |
ARMED **%*STAY**%
B Armed | A | | 1 OFF || 2 AWAY || 3 STAY |
iready | B | | amax || 571esT || 6BvPass |
Trowte | ¢ | |7msTanT || 8 cobeE || 9 chime |
o | [creov || o || # |
I? % Internet

Note: This tab is available ONLY to a Master user that has authority to ALL partitions.

The Setup tab enables you to assign convenient familiar names to zones, partitions, and devices. Itis
further divided into the following tabs.

Panel Info — Displays the model, firmware version, and emulated keypad version for the control
panel.

Name Zones — Enables you to assign familiar names to the zones. Edit the desired field, then
click Save Zone Names.

Name Partitions — Enables you to assign familiar names to the partitions. Edit the desired field,
then click Save Partition Settings.

Name Devices — Enables you to assign familiar Device Names to system devices by editing the
desired field. In addition, the "Use" column allows you to enable access and control of individual
devices. After you have made changes, click Save Device Settings.

Recover — Enables you to rebuild the data retrieved from the panel and saved to the remote
services database. It does not modify or affect the actual data stored in the control panel. You
must enter your user code to perform this function.

Note that when data is saved, it only saves the information to the remote services database. It DOES
NOT overwrite the information in the control panel.

15



Total Connect User Guide

System Status | Zone Status | Device Control | Event

ory Users Keypad Setu

System Status | Zone Status | Device Control | Event Hi

story Users Keypad Setup

Panel Info r Name Zones r Name Partitions r Name Devices r Recover ‘

rPaneI Info r Name Zones r Name Partitions r Name Devices | Recover

Get Device Names
Num Device Name se
1 ReorX10 v |~
Panel Type FA148CP 2 Relor 10 v |=
3 Relay10 v
Firmware Vers.  03.00 CAL 04.01 n Relay 0 [v]
- =
Virtual Keypad Vers. 1.47 3
7
2 |0 [ .
a =

Save Device Settings

- g Internet

System Status | Zone Status | Device Control | Event History Users Keypad

System Status | Zone Status | Device Control | Event Hi

tory Users Keypad Setup

PanelInfo | Name Zones | Name Partitions | Name Devices | Recover | [ Panelinfo | Name Zones | Name Partitions | Name Devices | Recover |

Zone Type Description
24hr Audible Main floor motion

5 Fire Burner

6 24hr Audible Basement motion

9 |24hr Silent Office motion Delete Outdated or Corrupted Record of Panel Params?
0 [TroubleiAlarm GRAPHIC CONSOLE (Will relearn Panel on next Connection.)
102 |TroubleiAlarm GRAPHIC COMSOLE
103 |TroubleiAlarm LMNGRMNG RADIO
112 [Trouble/Alamm _|RELAY MODULE e ([
116 [TroubleiAlarm CONSOLEEEEXKK

Save Zone Names

- g Internet

System Status | Zone Status | Device Control | Event History Users HKeypa Setup
Panelinfo | Name Zones | Name Partitions r/ Name Devices r Recover |
Load Panel's Partition Names

Pin Name
1 Test

= g Internet
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Video

This category enables you to connect, view, and configure your Optiflex camera video. (Note, if you have
Optiflex as part of your system, and it has been added to your Total Connect account, this Video category

will appear.)

beginning of this guide for detailed information on setti
Optiflex.

Note: Refer to the topic "Setting up your PC for connecting to Total Connect" at the

ng up the PC for use with

Total Connect

Welcome Linda Help Help: Video

Introduction

Optiflex

My Profile
Launch Optiflex in a separate window by clicking button below:

Optiflex Connect |

Manage Users

Edit
Device Names

Remote Access
> Video
Configure Email

Configure Mobile

Tuesday, September 3, 2008

To connect, click the Optiflex Connect button. A separate window opens, then depending on your
browser settings you may be prompted to "display nonsecure items?", please answer Yes to this prompt.

Next your network authorization will be checked, then if you need Java, ActiveX, or QuickTime player
installed on your system, or an update to an existing version, a prompt will appear. Please install when

prompted.

Optiflex Viewing Window Functions

Link to Optiflex
tutorials.

Link to this Guide.

Opens a configuration window
for sending a series of camera
shots to an email address.

Connection Total Connect

status.

Welcome Linda Help  Helfh: Video

Desk Optiflex Online

|Linda's Office Cam

;I Connect
A

Closes
window.

Y, Ol
o % S
B s

Wednes] / September 10, 2008

Close

EMAIL | ARCHIVE Window

Selectfrom Wenu

=
"% Demo Cam - encrypted

Select Optiflex
system from drop-
down menu, then

click CONNECT.

v Demo Cam

PresetSize
Playback Allows panning of
A window with
Record Clip multiple cameras.
Setup 3
Stream
Preferences

B

Select options menu
here, or simply right click
anywhere to select.

—
Window may be

dragged to size.
N—
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The Options Menu is described below.

Options Menu Function

(cameras) All of your cameras will appear here with a check mark adjacent to the selected
ones. These selections can be toggled.
v Video-1
Preset Size #
Playback
Archive
Record Clip »
Setup 3
Stream
Preferences
Preset Size Enables you to select from four preselected camera window sizes. Alternately,

you can drag any camera window to size.

Playback Opens a Playback window to enable playing back any of 19 video clips. Up to 19
video clips are cached in the Optiflex hardware. As new clips are added, the
oldest of 19 clips (unless locked) is automatically deleted.

&1 playback x|

I
4
Save Cachel 07-24-2008 11:48:39 - All Cams
 Archive 5
peed
Prav Pla 4™ Next
{* Remote << | .‘ Y | ' ! | ﬂﬂ ’?
Clip | Date | Tirne | Camera "T‘
6 08-26-2008 01:54:31 pm 1 - Demo Cam
7 03152008 01:58:09 pm 0 - &l Cams
Y} B 0815-2008 01:04:15 pmi 0 - All Cams D
9 08-10-2008 123515 pm 0 - All Cams
10 08-10-2008 12:35:09 pm 1 - Demo Cam
11 08-08-2008 11:35:52 am 0 - All Cams
12 N7-24-2008 11208 nm M- Al Canis |Z|
(-'r' Lock | Emcnw% Delets Refresh |

Normally your system will automatically trigger the capture of video clips based on
events or motion detection. And if your system is equipped with an 8132 keypad,
the triggered camera will automatically be displayed at the keypad.

However you can also manually capture a video clip from Total Connect by right
clicking on the Optiflex Viewing Window and from the options menu, selecting
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Function

Record Clip and choosing the camera. A video clip is then stored in the Optiflex
hardware cache. (A video clip may contain up to 10 frames depending on its
visual complexity.)

Save Cache When selected it copies all the video clips (up to 19) that are
in the Optiflex hardware cache, and stores them on your PC
as .DAT files.

XP path is C:\Documents and Settings\<user name>\Local
Settings\Temp\
VISTA path is C:\Users\<user name>\App Data\Local\Temp\

Archive When selected brings up a list of archived files that are

% Archive stored on your PC. These clips can be selected and played.
" Remate

Remote When selected enables access to the video clips stored in

= Archive the Optiflex hardware cache.

These clips can be selected and played.
' Remate

Prev/Play/Next | The Prev and Next buttons allow easy selection of video
clips. When the Play button is activated, the video clip will
play, and the Play button toggles to a Stop function.

Show Frames/Hide Frames — Opens a multi-frame window showing the

individual frames
Single Frames / =loixll within the video clip.

~ Select Frame to Sa (A VIdeO Cl|p may

P Frage o contain up to 10
-ﬁ r‘ ; " ¥ o ‘-" . | frames depending
: on its visual com-
_— - - plexity.)
%’E %‘ r % 1 | Individual frames
can be selected and

saved to your hard
Cancel | [Eaveiase) drive by clicking the
Save Image button.

Speed Adjusts the playback speed for the video clip.

Lock By locking a video clip it remains in the Optiflex hardware
cache until deleted. Select the video clip, and click Lock.
Note, that video clips cannot be unlocked, however they can
be deleted. The locked flag also marks that clip as being
important and remains with the clip if archived.

Archive Allows saving one or more selected video clips to your PC.
IH . Select one or more files then click Archive. The video clips

Archiv )

will be stored on your PC.

Delete Enables selecting one or more video clips from the archive to
delete. Select, then click Delete. The video clips are deleted
from your PC.

Refresh Click to refresh the video clip listing.
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Options Menu Function

Archive x| When a new video clip is captured it
Cip_| Camera [ DateTime I is stored on the AlarmNet web
v Demo Cam '::amera- erru:' -arn 9{}10#200810_24 server and appears in this listing,
_ 3 camera] DemoCom  S//0085354 FM and it appears in the Playback >
Preset Size B Remote listing.
Plavback Video clips in this listing may be
y - moved or copied from the AlarmNet
I web server to your PC.
Record Clip » Up to 100 video clips can be stored
on the AlarmNet web server.
Setup F
Stream | | |
Refresh Lis Select Al Clips
Preferences : e
Move | Copy | Delete | Cancel |
Refresh List Click to refresh the listing.
Select All Clips | Easy method to select all clips.
Move Moves a selected clip from the AlarmNet web server to the
Playback Archive on your PC. (Clip is deleted from the Web
Service.)
Copy Copies a selected clip from the AlarmNet web server to the
Playback Archive on your PC.
Delete Deletes a selected clip from the AlarmNet web server.
Cancel Exits the Archive window.
Record Clip Normally your system will automatically trigger the capture of video clips based on

events or motion detection. And if your system is equipped with an 8132 keypad,
the triggered camera will automatically be displayed at the keypad.

However you can also manually capture a video clip

: EEZE; from Total Connect by right clicking on the Optiflex
- Viewing Window and from the options menu,
PresetSize b selecting Record Clip and choosing the camera. A
- video clip is then stored in the Optiflex hardware
Playback cache.
Archive

(A video clip may contain up to 10 frames depending

Record Clip  » R E1 on its visual complexity.)
e, =
Setup 4

Stream

Preferences
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v Cam1l

v Video-3
Freset Size ¥
Playback
Archive
Record Clip

System
Stream

Preferences

Total Connect User Guide

Options Menu Function

Enables setting of preferences for each camera.

x
— " CameraSep—————————————— | 1 Y This area enables setting
Cam # - Camera Lahel options for each particular

¥ Enabled
v Display Date and Time

¥ Enable &utomatic Recarding

IDemo Carn

camera.

" Up Left
" LpRight

€ Low Left
" Low Right

Cam # drop-down list. Then
set your preferences.

Click OK to save your

1
1
1
1
: >Select the camera using the
1
1
1
1
: J preferences.

—MNTSC Setup

O Aliew &1 2

Camera Dwelling Time:

|2sec "I

If you have a NTSC monitor
attached to your Optiflex

Tour Setup hardware, this area enables
& Lse &l Cams you to choose what will be
" Use 4 Cams displayed on that monitor.

Set Time Zone |

[ ox ]

Cancel |

Cam#

Drop-down selection for the camera to be setup.

Enabled

Used to enable or disable a camera.

Display Date and
Time

Used to overlay the date and time on the camera window.

Enable Automatic
Recording

Check this box to enable recording video clips from this
camera.

Record from time to
time

Enables specifying the number of frames prior to the Record
Clip command that is captured for the video clip. A range of
up to 9 frames prior to the Record Clip command can be
captured. (A video clip may contain up to 10 frames
depending on its visual complexity.)

Camera Label

Allows an identification label to be applied to a camera.

Label Position

Determines where on the camera window the information
overlay will appear. This information includes the camera
label, date, and time.

Auto Video Switch

Check this box if your system is equipped with an 8132
keypad, the triggered camera will automatically be displayed
at the keypad.

All-View / or
1,2,3,4,5,6

Enables all cameras to be displayed on the NTSC monitor,
or just a particular camera.

Camera Dwelling
Time

Enables choosing a 2 or 4-second dwell time on the NTSC
monitor for each camera included in the tour.

Tour Setup

Enables including all cameras or just the first 4 cameras on
the video tour displayed on the NTSC monitor.

Set Time Zone

Sets the GMT time offset for your time zone. Example;
Eastern Standard time has an offset

of — 5 as shown below.

Eastern=-5 Mountain = -7

Central = -6 Pacific = -8

OK

Saves settings and closes window.

Cancel

Closes window without saving the settings.

21




Total Connect User Guide

Options Menu Function

Setup > System Enables viewing hardware, software, and network details.

O &Ll MAL Address: 00d02d0062d6 -
v Video-3 IP Address: 192.168.1.103
Metmask: 255.255.255.0
Preset Size  » Gateway Addiess: 192.168.1.1
DMS Address: 158.100.65.19
Playback Appimage & - Valid
p version: 2.0.0.4
Arehive  date: 10-252007 =
Record Clip T
Setup [d Video |
Syste
stemm
Preferences
Get New | Reset | Clean Cache
IDptierx Connect Yersion: 1, 0,0, 107
I™ Playlist Details

[V Refresh plapback list autoratically

(viewing pane)

Displays network, and Optiflex hardware and software
information about your system.

Get New

Enables retrieving an upgrade for your Optiflex software.

Reset

Resets the Optiflex system.

Clean Cache

Clears cached data in the Optiflex hardware cache.

Done

Closes the System window.

Playlist Details

Includes additional information in the on the cameras
used with your Optiflex system.

Playlist information without the "Playlist Details" box checked.

1 Archive - Speed
& Remots Brey | Play | l 1 Mext | ﬂﬂ ,?
Camera =
2 15 :05 pm 1 - Caml
3 03152008 [02:55:59 pm 1-Caml
4 03152008 02:55:49 pm 3-Video 3 s
5 03152008 02:4:04 pm 3-Videod
E 03122008 01:51:44 pm 1-Caml
7 N812-2008 12338 am 1 - Caml E|

Refresh

G Lock | Bmcmval ”]_]]] Delete

Playlist information with the "Playlist Details" box checked.

© Archive | - | Speed
Prey. Play Next
' Remate | L4 ﬂﬂ 5]
Cl Desoription

I}
05-15-2008

o 5195

1-Caml oo d544871e F3e4d238

3 03152008 1-Caml oo edafezfa 33e4d238
4 093152008 3-Video3 0om 9b7EE3sE 33244238
5 03152008 3-Video 3 oo [4f0d7b1 28429(da
F 03122008  01-A1ddom 1 - Caml nnm hellcrRdd  Afhe?fdn

oh

| |

G Lock | Bmchwal ”]_]]] Delete

Refresh

Refresh playback
list automatically

Sets the video clip listing in the Playback window to
update automatically.
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Options Menu Function

Stream Select the desired camera window, then select Stream, to open up a QuickTime
player window that provides higher resolution and smoother video.

This is useful for detailed monitoring of one camera but uses more bandwidth.

Enables increasing or
decreasing the size of the
streaming video window.

Select desired
camera to stream.

\ 1=
Dpt\flx Shreaming Yideo Frame R ate 0.00 Eit Rate 0.00 Ayg Bit Rate 0.00
opexiocal JOMS OIS [0 iiex:local John's office =1 Connect Selectfrom Menu « >
"E;' Streaming on Video-1
=
[&] pore ’_l_l_’_’_ #® Int=rnet 4
Preferences This option enables you to balance your streaming bandwidth and image quality. It
affects all cameras. Select your preference, then click OK.
x|

" high bandwidth/lower quality/higher framerate
& high bandwidth/higher quality/lower framerate
1 low bandwidth/lower quality/higher framerate

™ low bandwidth/higher quality/lawer framerate

Cancel
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Using the Email Archive feature

The EMAIL / ARCHIVE button opens a
configuration window that lets you set up Total Connect
the email recipients that can receive a
series of camera snapshots. Additional
options enable selecting the desired
cameras, and automatic scheduling of
captures and email notification.

Welcome Linda : ptember 10, 2008

After configuration, this feature enables you to send a series of camera shots via email when the Record
Clip command is invoked.

Note: As you hover over each column heading, a tool tip appears that explains what the
option is used for.

Total Connect

Welcome Linda Help  Help: Email Thursday, September 18, 2008]

Optiflex Email Notification and Archive

t

Optiflex Unit Desk Optiflex - 00002004

Customized Set-Up of Individual Email Notification Addresses

Email Notification Address Thumbnail Mobile Trigger Mobile Set-Up
|Iinda@ireemail.com ISmaII Image || ~ Mobie Set-Up |
||'a|ph@f|'eemaiI.com |Large Image =] Vv Mobile Set-lip
I |Large Image =] (| IMobile Set-ip
I |Large Image 7| Il IMobile Set-Up |
I |Large Image || - Mobile Set-Up

Camera Selection and Set-Up

Enable Email Email Archive
Camera Name Notifications Whole Clip Whole Clip

Camera 1 73 v I Always 'l

Al
Camera 2 - i I-l'\l'f\-a',-c 'I
Camera 3 r r I-l'\l'f\-a'_v-s 'I
Camera 4 r [l Ii'\lwa'_v-s 'l
Camera 5 - O I-l'\l'f\-a',-s 'I
Camera 6 r r I-l'\l'f\-a'_v-s 'I
Schedule Capture / Email Notifications
Enable Weekdays I‘vlcn.li'\llf\na'_;s;l Tue.l'—"\llf\na'_v-s;l '.-‘.'ed.li'\lwa'_v-s;l Thu.li'\\',\ua',-s;l Fri.li'\ll.va'_v-s;l

Time Start Weskdays Hour [12 2] wminute [00 2] [Am =]
Time End Weekdays hour [12[5] Minute [00[=] [AME]
end sat. |Always =]  Sun. [Always =]
eskend tour [12]5] minute [00[=] [am =]
Time End Weekend chrm Minutem m

Enable

Time Start V

v

Save Email Notification Setup

After the configuration settings are chosen, click Save.
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Configure Email

This category enables you to view which security system events are configured to be reportable via email
or text messaging. When any of these events become active, Total Connect notifies you by email and/or
text messages.

e The Enabled column allows you to select which events you want reported.

e The Event Text column enables you to enter some descriptive text for the event.

o The Normal State column enables you to enter some descriptive text that will be used for
notification of this state. Note, if no text is entered in this field but there is text in the Event Text
field, notifications WILL NOT be sent.

e The Activated State column enables you to enter some descriptive text that will be used for
notification of this state. Note, if no descriptive text is entered in this field, a generic notification
WILL be sent informing you the event is active.

Up to eight events can be reported, depending on your system configuration.

Total Connect

Welcome Chris Friday, May 23, 2008

Save |

Introduction

I Chris Test V20P = I

Select Device:

My Profile

Manage Users
Event Assignment:

Enabled m Event Text Normal State Activated State

Edit
Device Names

Remote Access

1.
T I Garage Closed Opened
> Configure Email I~ 2 Basement Water Mo Water Water
Configure Mobile I~ 3 Collection Cabinet Closed Opened
Event History I~ 4 Tool Shed Locked Unlocked
Logout I 5 Kitchen Temperature Marmal Haot
I~ 6 Exterior Lights Off On
Il 7. | Living Room Lights Off On
r 8.
Mailing List: (Up to & email addresses) / TN
You may also send email
notifications to text message
chris_smith@freemail com destinations.
jane_smith@freemail.com See your carrier for more
p— el . .
5166617470@vtext.com information.
jeffb@vtext.com \ 1

Email Subject:

SECURITY Matification

Save |

The Mailing List section of this screen enables you to assign up to six email addresses to be notified of
these events.

The Email Subject field allows you to create a meaningful subject line for the email notifications.

25



Total Connect User Guide

Configure Mobile

This category allows you to assign which mobile communication devices (cell phones and PDAs) you can
use to send system commands and receive confirmation replies. These must be devices that support text
messaging via SMS (Short Message Service) along with short codes. If you do not know whether your
device supports short codes, please contact your wireless carrier.

Note: If you are online with Total Connect, this guide and the companion quick start guides; My
Keypad for BlackBerry and My Keypad for Cell Phones are available as online help.

1. If you have not previously entered data
in the Configure Mobile category of

Terms And Conditions:

To Opt -In or subscribe to our service, please contact your alarm service provider.
otal Lonnect, a lerms An
g . To Opt- Out or unsubscribe from our service at any time, the user can do one of the following:
Condltlons agreement WI" pop up 1. Text message to our short code, 'Alarm’, either 'Cancel’, 'Unsubscribe’, 'End’, 'Quit’ or 'Stop’
e will provide instructions where to unsubscribe.
Read the terms and conditions and

2. Remove their phone from the 'Configure Mobile' page by unchecking itz access.

check the Accept Terms and
Conditions box.

3. Contact their central station.

For a list of commands, SMS the word 'HELP' to the short code 'Alarm'.  This will provide our web
address, phone number and details listing the available options.

Click Here for approved list of cellular providers that support SMS service. If your cellular provider is

Then CI|Ck the Save Terms and not an this list, SMS service will not be supported.
Conditions button. This will authorize
SeI’Vice fOI' your aCCOUnt. Save Terms and Conditions I

2. Next the Configure Mobile screen can be accessed.

Total Connect

Welcome Linda Help Friday, August 8, 2008
Introduction
System Abbreviation:

My Profile
Manage Users Dewvi SMS System Abbr Name

(10 characters & no spaces)
Edit
Device Names Bill's Demo Board DB

Remote Access 5
Grant SMS and Mobile Access on User Phones:

Video

User Phone: (631) 704 - 1B
Configure Email
SMS Mobile Device Name

= Cenfigure Mobile | gill's Deme Board

Event History

Logout
Mobile Activation Code: |123‘155?B Mabile PIN is same as User Code: ¥
Mobile PIN: I““ Unlisted: Generic Mobile Device =
T-Mobile: Blackberry §700g =

3 T-Mobile: Blackberry 8800
E . Ibboo }
Re-Enter Mobile PIN: T-Mobile: Blackberry 8820

T-Mobile: Blackberry Curve 8320

User Phone: (631) 748 - M

SMS Mobile Device Name u

nlisted: BlackBerry - version 4.2 or above
W~ O Bill's Demo Board Unlisted: BlackBerry - wersion 4.1 or lower
Unlisted: Generic Mobile Device

1]

Mobile Activation Code: |123455?8 Mobile FIN is s=ame as User Code: [
Mobile PIN: I”“ Unlisted: Generic Mobile Device =
Re-Enter Mobile PIN: |99 @8 Send Installation URL |

Terms and Conditicns for service Save |
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Ensure a SMS System Abbreviation Name is assigned to the device. If no abbreviation has
been assigned, you can add one now. Under the SMS System Abbr Name column, assign a
short SMS System Abbreviation to each device. The system abbreviation allows for simple
identification of a particular system. In the example above, the system abbreviation DB was
assigned to the device "Bills Demo Board".

Note: The SMS System Abbreviation is required for sending text messages to control the system.

Under Grant SMS and Mobile Access on User Phones, for each user phone, check the
corresponding box if you want SMS and/or Mobile control. (The phone numbers displayed are
those that were entered in the "My Profile" section.)

For each user phone, enter an 8-digit Mobil Activation Code (random numbers) and enter a
Mobile PIN. If the Mobile PIN you choose is the same as your security system User Code (using
the same number is somewhat less secure but more convenient), check the Mobile PIN is same
as User Code box.

Please remember these numbers since they will be used for activating the My Keypad application
on your wireless communications device for the first time. Thereafter only your security system's
USER CODE will be required if the "Mobile PIN is same as User Code" box was checked.

For each user phone, at the drop-down box, select the type of communications device. The
selection you choose will determine which "My Keypad" application will be sent to your wireless
device. If your device is not listed, try one of the choices entitled "Unlisted".

For each user phone, click Send Installation URL. This will send a text message to the
phone(s) that contains the URL for downloading the My Keypad application.

Click Save. (Note, the Mobile PIN is same as User Code check box will clear.) You can log off
of the Total Connect web site.

Note: Please click the My Keypad for BlackBerry or the My Keypad for Cell Phones quick
start guide button for information on configuring and using your mobile communications device.

Accessing Multiple Sites

You can have wireless access to multiple sites (systems) enabling control of each site from your wireless
communication device. For multiple site capability ensure the following is accomplished.

1.

For each site desired, have your wireless communications device phone number and your
security system 4-digit PIN for that system.

Log into Total Connect. Then go to My Profile and ensure your mobile communications device
number is listed under Mobile Phones for REMOTE ACCESS. (Refer to the My Profile topic in
this guide.)

Go to Configure Mobile.

Then complete the steps in the Configure Mobile topic, EXCEPT you do not have to click the
Send Installation URL button if your mobile device already has the My Keypad application
installed.
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Event History
This category displays a history of email events, user SMS requests, and actions that have occurred.

Total Connect - ﬂ‘t‘*
omcomeet S

Help Thursday, August 7, 2008

Introduction Select Device: IEi||'5 Demo Ecard -

My Profile

Comerme | vser
Manage Users

i 7/28/2008
Edit 2:11:00 PM
Device Names

7/28/2008

Remote Access 2:11:00 PM
7/28/2008
2:11:00 PM

Configure Email 7/28/2008
1:51:00 PM

3
Email Event Safe Closed

Email Event Safe Open

Video Email Event Safe Closed

Email Event Safe Open
Configure Mobile 7/28/2008

e - X
1:51:00 PM Email Event afe Closed

> Event History
7/22/2008
Logout 3:31:00 PM

7/18/2008 Chris Attempted: Request Status Result: P1 DISARMED CHIME Ready
4:20:00 PM . to Arm

7/11/2008
3:23:00 PM

Email Event Safe Open

Email Event Safe Closed =l

Logout
Used to exit the Total Connect site.

Controlling your system using a PDA or Cell Phone

You can monitor the status and control your security system remotely using your PDA or Cell Phone by
using the "My Keypad" application. The "My Keypad" application is provided by the Total Connect web
site based on the specific type of PDA or Cell Phone you have. Refer to the "Configure Mobile" topic in
this guide.

For specific information on installing and using the "My Keypad" application with your communications
device, please refer to the appropriate quick start guides; My Keypad for BlackBerry or My Keypad for
Cell Phones available online.

Controlling your system using Text Messages

By using a wireless communications device that supports Text Messaging (SMS) with short codes, you
can send text message commands to control your security system. This must be done from one of the
devices that was granted SMS access. Refer to the "Configure Mobile" topic in this document.

Notes:

e You cannot control the security system using SMS text messages while a "Remote Access"
session is being conducted.

e SMS command service will work properly only after a prior remote connection has been made
successfully via the java applet in Total Connect. In addition, any changes to the control panel
configuration may result in the SMS service not working properly. It is important to make sure
each time the panel configuration is modified (even if changing the keypad home’s partition) that
a successful java applet Total Connection session is executed prior to exercising SMS service.

e For LYNX panels, the zone number will not appear in an SMS reply message.

e For control panels that use a GPRS only communications device, you must wait 2-3 minutes
between sending SMS messages to allow the communications device time to reset.

Text message commands are sent to the short code "alarm" followed by the text message. You can
create the text message using the following method:
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1. From your wireless device, generate a Text Message to be sent to the short code “alarm.”

!

2. Using the following Text Message Format, compose the Text Message.

Used as a field delimiter. Used ONLY when using the
f “O” command.
_____ | ———

e on = turn on device

| .
system ] ] - 8 | optional | § | optional | | 4t ym off device
o < command < 4-digit user code < ) ] device |
abbreviation 2 o o field 2 |
| command |

| |
[ ——,

L Up to two alpha This is your \;

security system

Optional Field used for either:

. characters: o Zone # (3 digits; xxx, add leading zeros
This name must 2= Arm Awa user code.
match the “SMS Y as necessary)
system abbreviation” as = Arm Stay « Partition # (as 1 digit; x)
assigned o the b = Bypass Zone « Output Device # (as 2 digits; xx, add
d = Disarm leading zeros as necessary)

security system. 0 = Output device

s = Status Request

Sample Text Message to your security system in the New York City Office to bypass zone 4:

nyc b 1234 004

Sample Text Message to your security system in the New York City Office to arm away partition 3:

nyc a 1234 3

Sample Text Message to your security system in the New York City Office to turn on programmed output device 3:

nyc o 1234 03 on

Sample Text Message to your security system in the New York City Office to retrieve the status of partition 2:

nycs 1234 2

'

3. Send the Text Message.

!

4. Confirmation reply is received informing you of the command results.

Below are the text message command field definitions and their format.

[system abbreviation]

[command] = a, as, b, d, o, or s (See table below.)

ccce = user code

p = optional partition number (Not necessary for a single partition system.)

xxx = zone (Add leading zeros as necessary to obtain 3 digits.)

xx = output to be controlled (Add leading zeros as necessary to obtain 2 digits.)

A typical reply to a text message command would contain the attempted command, the results, and a
date and time stamp.

29



Total Connect User Guide

Command and Text Message Format Text Message Reply

Arm system Away
[system abbreviation] a cccc p

If successful, you will receive an Armed Away status message that
is time and date stamped.

Arm System Stay
[system abbreviation] as cccc p

If successful, you will receive an Armed Stay status message that is
time and date stamped.

Bypass Zone
[system abbreviation] b cccc xxx

If successful, you will receive an Zone Bypassed status message
that is time and date stamped, along with general system status.

Bypass Zone (with optional partition number)
[system abbreviation] b cccc xxx p

(The use of the optional partition number
allows zones to be bypassed in partitions
other than the home partition.)

If successful, you will receive an Zone Bypassed status message
that is time and date stamped, along with general system status.

Disarm system
[system abbreviation] d cccc p

If successful, you will receive an Disarmed status message that is
time and date stamped.

Turn programmed output on (or off)
[system abbreviation] o cccc xx on / off

Will receive a General Panel status message that is in relation to
your user code authority. This message is time and date stamped.

Status Request
[system abbreviation] s cccc

The current System Status message will be received. This includes;
Arming state, disarmed state, and troubles.

Help
help, h, info, 2, i

For a reqistered phone, you will receive messages containing text
message Command Key and Format information. Additionally you
will receive web site and email contact information, and information
on how to opt-out of remote services. Typical information is shown
below:

SMS Remote Control Service,
Inc.

KEY
a=System Abbreviation

Powered By Honeywell

p=optional partition#
cccec=user code
For details log into you account at CMD

a A cccc p=Arm Away

AS cccc p=Arm Stay

B cccc xxx=Bypass zone Xxx

D cccc p=Disarm

0 cccc xx On/Off=Turn output xx on or off

(ORI R R

S cccc=Get Status

https://services.alarmnet.com/totalconnect
For further details contact your alarm dealer.

Text the word STOP to opt-out.

For an unregistered phone, you will receive a message containing
web site and email contact information.
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stop, quit cancel, unsubscribe, terminate, You will receive this message:

end SMS Remote Control Service, Powered By

Honeywell Inc. for this cell phone has been
terminated.

https://services.alarmnet.com/totalconnect

For further details contact your alarm
dealer.

Contacting Technical Support
Before you contact Technical Support, be sure you:
e Referred to the online help!

e Entered all data correctly and did not enter the letter O for the number zero.
o Note your customer account number.

Please have this information handy and contact your security system dealer.
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